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Abstract

Hepatocellular carcinoma (HCC) is a significant global health 
issue, ranking as the sixth most prevalent malignancy and 
the fourth leading cause of cancer-related mortality world-
wide. Despite advancements in therapeutic strategies, mor-
tality rates for HCC remain high. The tumor immune micro-
environment (TIME) plays a vital role in HCC progression by 
influencing tumor cell survival and growth. Recent studies 
highlight the essential role of exosomes in mediating inter-
cellular communication within the TIME, particularly in inter-
actions among tumor cells, immune cells, and fibroblasts. 
These interactions drive critical aspects of tumor develop-
ment, including immune escape, angiogenesis, drug resist-
ance, and metastasis. A detailed understanding of the mo-
lecular mechanisms by which exosomes modulate the TIME 
is essential for developing targeted therapies. This review 
systematically evaluated the roles and regulatory mecha-
nisms of exosomes within the TIME of HCC, examining the 
impact of both HCC-derived and non-HCC-derived exosomes 
on various cellular components within the TIME. It empha-
sized their regulatory effects on cell phenotypes and func-
tions, as well as their roles in HCC progression. The review 
also explored the potential applications of exosome-based 
immunotherapies, offering new insights into improving ther-
apeutic strategies for HCC.
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Introduction
Hepatocellular carcinoma (HCC), commonly known as pri-
mary liver cancer, is among the most widespread cancers 
worldwide. According to data, HCC ranks as the sixth most 
prevalent malignancy and the fourth leading cause of can-
cer-related mortality globally.1 By 2025, liver cancer is esti-
mated to affect over one million individuals each year.2 Cur-
rent treatment methods for HCC include surgical resection, 
vascular interventional therapy, radiofrequency ablation, and 
liver transplantation.3 However, the lack of early symptoms 
and specific markers for early detection often results in late 
diagnosis, leading to advanced stages and poor treatment 
outcomes.4 While immunotherapy shows promise, it has not 
significantly improved survival rates, primarily due to the 
tumor’s ability to evade host immune surveillance, which 
presents a major challenge to effective cancer therapy.5 
Therefore, it is critically important to clarify the fundamental 
mechanisms of this disease to advance both diagnosis and 
treatment strategies.

The tumor immune microenvironment (TIME) constitutes 
a complex network of interactions among diverse immune 
cell subtypes, cancer cells, and stromal cells, which collec-
tively play crucial roles in tumor survival and proliferation.6 
As the tumor progresses, the TIME shifts from a state of im-
mune surveillance to one of immune suppression. Initially, 
immune cells within the TIME attempt to attack the tumor, 
but as the tumor evolves, it modifies the microenvironment 
to suppress these immune responses.7 Exosomes are central 
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to this transition, facilitating essential intercellular communi-
cation within the TIME. They transport bioactive molecules, 
including proteins, lipids, metabolites, and nucleic acids, 
thereby modifying the phenotypes of microenvironmental 
cells and influencing key aspects of tumor development, such 
as immune escape, proliferation, angiogenesis, metabolism, 
drug resistance, and metastasis.8,9 Thus, understanding the 
specific molecular mechanisms by which exosomes modu-
late different cellular components of the TIME is essential for 
developing innovative therapies for HCC. Given their low im-
munogenicity, minimal toxicity, targeted delivery capabilities, 
and excellent biocompatibility, exosomes have also gained 
attention as potential carriers for therapeutic agents, mak-
ing them particularly appealing for drug delivery systems.10 
Additionally, exosomes have been investigated as cell-free 
vaccines for cancer treatment, demonstrating promising 
clinical outcomes.11 Leveraging exosomes to stimulate an-
titumor immunity, therefore, represents a viable therapeutic 
approach.

In this article, we aimed to clarify the role of exosome-me-
diated regulation within the TIME in the progression of HCC. 
Initially, we describe the sources and characteristics of ex-
osomes within the TIME. We then focus on the effects of both 
HCC-derived and non-HCC-derived exosomes on various cel-
lular components in the TIME, emphasizing their impacts on 
cell phenotypes and functions. Finally, we discuss the poten-
tial applications of exosome-based immunotherapies in HCC 
and explore future research directions for exosome utilization 
in HCC treatment.

The function and biogenesis of exosomes

Function of exosomes
The concept of extracellular vesicles (EVs) can be traced back 
to 1946 when Chargaff and West first suggested their exist-
ence during research on thromboplastin and platelets.12 This 
idea was later confirmed by Wolf in 1967.13 These early dis-
coveries laid the groundwork for the current understanding of 
EVs as essential mediators of intercellular communication. In 
1996, Raposo et al. made a groundbreaking discovery about 
the function of exosomes in antigen presentation, significant-
ly impacting cancer diagnostics and therapeutics.14 Conse-
quently, exosomes have become a focal point in tumor re-
search in recent years. Exosomes, the smallest components 
of EVs, range from 50 to 140 nanometers in size and are 
encased in a phospholipid bilayer.15 They are found in vari-
ous bodily fluids, including blood, plasma, urine, tears, and 
saliva.16 Exosomes are synthesized by multiple cell types, 
such as immune cells, fibroblasts, and tumor cells, and en-
capsulate bioactive molecules, including proteins, lipids, nu-
cleic acids, and metabolites. Upon release into the extracel-
lular milieu, these bioactive molecules can be absorbed by 
other cells, allowing them to perform specific functions.15 In 
the TIME of HCC, exosomes are synthesized by component 
cells such as innate and adaptive immune cells, fibroblasts, 
hepatic stellate cells, and tumor cells. These exosomes are 
subsequently absorbed by other component cells, where 
they perform specific functions.17 Depending on their cargo 
and the characteristics of the source and recipient cells, ex-
osomes play various roles in modulating the TIME, affecting 
HCC development through mechanisms such as promoting 
immune escape, angiogenesis, metabolic reprogramming, 
drug resistance, proliferation, and metastasis.8,9

Biogenesis of exosomes
The biogenesis of exosomes is a complex and tightly regu-

lated process essential for intercellular communication and 
cellular homeostasis. This process occurs in a series of se-
quential steps, beginning with the formation of intraluminal 
vesicles (ILVs) within the lumen of multivesicular bodies 
(MVBs), which are subsequently transported to the plasma 
membrane. At the plasma membrane, a critical fusion event 
releases the ILVs as exosomes into the extracellular environ-
ment (Fig. 1).18

Initially, a variety of mechanisms drive the inward budding 
of the plasma membrane, leading to the formation of early 
endosomes. In the subsequent step, these early endosomes 
sequester a diverse array of cargo, including proteins, lipids, 
RNA, and DNA, into ILVs, thereby forming MVBs.19 The for-
mation of ILVs is predominantly governed by the endosomal 
sorting complex required for transport machinery, which is 
instrumental in sorting and directing selective cargoes into 
the ILVs, ensuring specific molecules are encapsulated for 
subsequent exosomal release.20–22 Moreover, MVBs dynami-
cally interact with various cellular organelles and compart-
ments, such as the trans-Golgi network and the endoplasmic 
reticulum (ER), which regulate MVB generation and influence 
the molecular contents of ILVs.19 Following the maturation 
of MVBs, they are transported to the plasma membrane in 
a process mediated by Rab27a and Rab27b. These proteins 
ensure the accurate positioning and anchoring of MVBs at the 
plasma membrane, preparing them for fusion.23,24 The final 
phase of exosome biogenesis is the SNARE-mediated fusion 
of MVBs with the plasma membrane, leading to the release of 
exosomes into the surrounding extracellular milieu. Notably, 
not all MVBs are destined for exosome release; some are re-
directed to lysosomes for degradation.25 Once released, ex-
osomes can be taken up by recipient cells through receptor-
dependent interactions, endocytosis, or direct fusion with the 
recipient cell membrane. This process enables the delivery of 
the exosomes’ molecular contents, ultimately modulating the 
behavior and characteristics of these recipient cells.26

Emerging evidence suggests that tumor cells manipulate 
exosome biogenesis to release exosomes that promote tu-
mor growth. For example, it has been demonstrated that 
norcholic acid, a compound derived from tumor microenvi-
ronments, enhances exosome synthesis and secretion by 
regulating NSMase and RAB27A in HCC cells.27 Additionally, 
lncRNA HOTAIR stimulates exosome release by directing MVB 
trafficking to the plasma membrane,28 while GOLM1 facili-
tates the sorting of PD-L1-containing exosomes by inhibit-
ing Rab27b in the Golgi.29 These exosome-driven alterations 
reshape the TIME, shifting immune responses from anti- to 
pro-tumorigenic, thus promoting tumor progression. Unrave-
ling these mechanisms could inform novel therapies target-
ing exosome-mediated communication.

HCC-derived exosomes facilitate tumor development 
via crosstalk in the tumor immune microenviron-
ment
The TIME is composed of a diverse array of immune cell 
populations that infiltrate tumor tissues, including innate 
immune cells like macrophages, neutrophils, and dendritic 
cells, as well as adaptive immune cells including T and B 
lymphocytes. It also includes other cells such as hepatic stel-
late cells and cancer-associated fibroblasts. The interactions 
and functions of these cells collectively influence the role 
of TIME in cancer progression.30,31 HCC-derived exosomes 
further alter the TIME by modulating the polarization and 
function of these cellular components, thereby shifting im-
mune responses from anti-tumorigenic to pro-tumorigenic, 
ultimately promoting tumor progression.
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Innate immune cells
Macrophages: Macrophages are a crucial component of the 
innate immune system, exhibiting the capacity to be polar-
ized by different microenvironment signals, enabling them 
to switch their phenotypes and functions. The polarization 
of these cells occurs through two major pathways: the clas-
sical pathway, leading to the predominance of M1 mac-
rophages that exert anti-tumor activities, and the alternative 
pathway, resulting in M2 macrophages known for promot-
ing tumorigenesis and tumor progression.32 Specifically, M1 
macrophages facilitate tumor destruction by secreting cy-
totoxic molecules, including reactive oxygen species (ROS) 
and inducible nitric oxide synthase.33 Additionally, they sup-
port Th1 lymphocyte polarization and actively engage in the 
phagocytosis of tumor cells.34 In contrast, M2 macrophag-
es suppress anti-tumor immune responses by expressing 
co-inhibitory molecules like PD-L1 and secreting cytokines 
with anti-inflammatory properties, such as IL-10, IL-6, and 
TNF-α,35,36 as well as by initiating the Th2 immune response. 
Additionally, M2 macrophages promote angiogenesis in HCC 
by secreting matrix metalloproteinases (MMPs) and vascu-
lar endothelial growth factor, facilitating metastasis through 

matrix remodeling and invasion.37 In the context of HCC, 
tumor-associated macrophages (TAMs) exhibit phenotypic 
shifts corresponding to different tumor progression stages, 
with early-stage M1 macrophages gradually giving way to 
M2 macrophages as the tumor advances, resulting in poorer 
patient outcomes.33,38 HCC-derived exosomes are critical in 
this transition, as they can induce TAMs to shift from M1 to 
M2 to create a tumor-friendly microenvironment.39

By triggering ferroptosis in M1 macrophages via ex-
osomes, HCC cells can bypass surveillance by the immune 
system (Fig. 2). For example, miR-142-3p within exosomes 
derived from hepatitis B virus (HBV)-infected HCC cells trig-
gers ferroptosis in M1 macrophages through increased levels 
of solute carrier family 3 member 2, potentially diminishing 
the immune response against tumors and aiding in tumor 
development.40 Given that HBV infection is a notable risk fac-
tor for HCC,41 this research contributes to understanding the 
pathogenesis of HBV-related HCC and offers fresh theoretical 
insights and potential treatment targets.

Apart from suppressing M1-type macrophages, exosomes 
originating from HCC dynamically modulate TAM polarization 
towards an M2 phenotype, thus facilitating tumor advance-

Fig. 1.  The process of exosome biogenesis, release, and uptake. The source and recipient cells of exosomes can be any cells within the tumor immune micro-
environment. (A) Various mechanisms initiate the inward budding of the plasma membrane, leading to the formation of early endosomes. (B) These early endosomes 
then sequester a diverse array of cargo, including proteins, lipids, RNA, and DNA, into ILVs, forming MVBs. (C) MVBs dynamically interact with other cellular organelles 
and compartments, including the TGN and the ER. These interactions regulate the generation of MVBs and influence the molecular contents of ILVs. (D) With the 
maturation of MVBs, they are capable of either fusing with lysosomes for degradation or with the plasma membrane to release their intraluminal vesicles as exosomes. 
(E) Following their release, exosomes can impact recipient cells via receptor-dependent interactions, endocytosis, or direct fusion with the recipient cell membrane. 
ILVs, intraluminal vesicles; MVBs, multivesicular bodies; TGN, trans-Golgi network; ER, endoplasmic reticulum; HCC, hepatocellular carcinoma; CAF, cancer-associated 
fibroblast; NK, natural killer cell; DC, dendritic cell.
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ment (Fig. 2). Epigenetic modifications, which alter gene 
regulation by modifying DNA architecture, are increasingly 
recognized as key factors in cancer, including HCC. Exosomes 
carrying miRNAs, lncRNAs, and circRNAs significantly pro-
mote TAM differentiation toward the M2 polarized state.31,42 
For instance, elevated levels of exosomal miR-452-5p pre-
sent in HCC-originated exosomes encourage M2 polarization 
and HCC advancement by reducing TIMP3 levels, a typical 
anti-oncogene that prevents M2 macrophage polarization 
and triggers cell death in HCC cells.43,44 Similarly, a study by 
Yu and colleagues illustrated that highly expressed exosomal 
miR-21-5p originating from HCC attenuates MAPK signaling 
pathways in HCC cells through its attachment to the 3′-UTR 
of RhoB, which subsequently leads to an M2-like phenotype 
transformation in TAMs and promotes HCC progression.45

Furthermore, it has been demonstrated that lncRNAs and 
circRNAs within exosomes from HCC cells function as com-
petitive endogenous RNA, preventing miRNA release from 

specific genes, thereby enabling macrophages to shift to-
wards the M2 phenotype. Under hypoxic conditions, previous 
studies have shown that hypoxia-inducible factor (HIF)-1α 
enhances the transcription of the lncRNA hyaluronan-medi-
ated motility receptor antisense RNA 1 (HMMR-AS1) and pro-
motes exosome release by interacting with the regulatory re-
gion of lncRNA HMMR-AS1. The exosomal HMMR-AS1 is then 
internalized by macrophages, resulting in M2 macrophage 
polarization and accelerated HCC development through pre-
vention of ARID3A degradation via miR-147a sequestration.46 
Moreover, Ai et al. showed that exosome-packaged lncRNA 
HEIH, which is abundantly expressed in HCC, is transported 
to macrophages, triggering M2 macrophage polarization and 
subsequent enhancement of tumor progression through the 
HEIH/miR-98-5p/STAT3 pathway.47 Additionally, a study by 
Wang and colleagues demonstrated that elevated exosomal 
hsa_circ_0074854 can be internalized by TAMs to promote 
M2 polarization, leading to increased IL-10 expression and 

Fig. 2.  The role of HCC-derived exosomes in mediating crosstalk within the tumor immune microenvironment and promoting HCC progression. HCC 
cells secrete diverse exosomes that actively remodel the tumor immune microenvironment, influencing both immune and stromal cell functions. This exosome-mediated 
crosstalk enables tumor cells to evade immune surveillance, thereby supporting tumor cell proliferation and metastasis. Furthermore, damaged liver cells release ex-
osomes that activate quiescent HSCs, driving excessive extracellular matrix synthesis. This pathway exacerbates the progression of MAFLD and liver fibrosis, establish-
ing a pathological foundation for HCC. HCC, hepatocellular carcinoma; MAFLD, metabolic dysfunction-associated fatty liver disease; HSCs, hepatic stellate cells; DC, 
dendritic cell; NK, natural killer cell; ↑, upregulation; ↓, downregulation.
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decreased TNF-α expression, which contributes to HCC pro-
gression. The study also found that hsa_circ_0074854 re-
duces the stability of the protein HuR and decreases ZEB1 
expression, further promoting Epithelial-Mesenchymal Tran-
sition (EMT) in HCC cells.48 EMT is a fundamental cellular 
process in which epithelial cells lose their distinct traits and 
adopt a mesenchymal state that significantly boosts cancer 
cells’ capacity for migration and invasion.49

In contrast, reducing exosomes with growth-inhibiting 
cargo is a strategy for HCC to maintain proliferation. Gu et 
al. demonstrated that the quantity of exosomal miR-1-3p, 
which shows a marked reduction in HCC compared to the 
control group, can enter macrophages and regulate M2 mac-
rophage polarization, thereby facilitating HCC progression. 
In a xenograft mouse model, tumors treated with miR-1-3p-
loaded macrophages were significantly smaller and exhibited 
a marked increase in apoptosis, indicating the potential of 
miR-1-3p as a therapeutic target.50

Moreover, emerging evidence has confirmed that HCC-
derived exosomes suppress T cell functions indirectly by in-
ducing a phenotype shift in macrophages towards the M2 
phenotype (Fig. 2). The mechanistic basis for this immuno-
suppressive effect is driven by increased expression of im-
mune checkpoint proteins (TIM-3, CTLA4, PD-1) on T cells 
after macrophages are treated with HCC-derived exosomes, 
leading to T cell exhaustion and immunosuppression.51,52 Ly-
syl oxidase-like 4, an enzyme involved in extracellular matrix 
remodeling, exhibits high expression levels in HCC tissues. 
Secreted by HCC cells, exosomal lysyl oxidase-like 4 is pre-
dominantly internalized by hepatic macrophages, inducing 
PD-L1 expression by activating interferon (IFN)-mediated, 
STAT1-dependent pathways. This process leads to reduced 
cytotoxicity of CD8+ T cells against HCC cells, creating an 
immunosuppressive environment in HCC.53,54 Additionally, 
ER stress activation facilitated by exosomes has been identi-
fied in multiple tumor types, including HCC, and plays an 
essential role in promoting cancer advancement.55,56 Liu et 
al. discovered that under ER stress, exosomal miR-23a-3p is 
delivered from HCC cells to macrophages, causing M2-type 
polarization and PD-L1 expression. This upregulation of PD-
L1, driven by PTEN suppression and PI3K/AKT pathway acti-
vation, ultimately induces CD8+ T cell apoptosis and reduces 
IL-2 secretion, thereby lowering the CD8+ T cell ratio.57 Simi-
larly, elevated levels of GOLM1 have been intricately linked 
to HCC development and metastasis.58 Research indicates 
that overexpression of GOLM1 promotes PD-L1 stability and 
facilitates its incorporation into exosomes through CSN5-
mediated deubiquitination in HCC. These exosomes are then 
transferred to macrophages, resulting in upregulated PD-L1 
on TAMs. The elevated PD-L1 expression on TAMs suppresses 
CD8+ T cell function, characterized by reduced production of 
effector cytokines such as IFN-γ and granzyme B, upregula-
tion of inhibitory receptors PD-1 and TIM-3, and a higher 
rate of apoptosis indicated by activated caspase 3.29 Fur-
thermore, Sal-like protein 4 (SALL4) is a transcription factor 
known to play a crucial role in the oncogenesis and progres-
sion of various malignancies, including HCC.59 In a study by 
Yin and colleagues, it was found that SALL4 overexpression 
enhances the incorporation of miR-146a-5p into exosomes, 
which are then delivered to macrophages, promoting their 
transition to the M2 phenotype via NF-κB pathway stimula-
tion. These exosome-induced M2 macrophages subsequently 
cause T cell exhaustion and dysfunction by upregulating in-
hibitory receptors on T cells and reducing cytokine secretion, 
such as IL-2 and TNF-α. Thus, targeting SALL4 or exosomal 
miR-146a-5p may serve as a potential therapeutic strategy 
for HCC.52

A recent study reveals that the ATP-adenosine pathway 
weakens CD8+ T cell function, promotes immunosuppression 
within the TIME, and induces resistance to PD-1 therapy. Ex-
osomes from HCC cells contain circTMEM181 (circular RNA 
transmembrane protein 181), which is absorbed by mac-
rophages and sponges miR-488-3p, leading to elevated CD39 
expression. CD39 converts extracellular ATP into ADP and 
AMP, which are further converted into adenosine by CD73 in 
HCC cells. This interplay between high CD39 levels in mac-
rophages and CD73 in HCC cells activates the ATP-adenosine 
pathway, resulting in excess adenosine, impairing CD8+ T cell 
function and promoting PD-1 resistance.60 Elucidating the 
specific mechanisms of these exosomes will help assess their 
potential as therapeutic targets, thereby enhancing anti-tu-
mor immunity and improving patient outcomes.

Dendritic cells: Dendritic cells (DCs) are vital elements 
of the immune system, named for their distinctive dendritic 
morphology. Derived from hematopoietic stem cells in the 
bone marrow and maturing through a complex differentiation 
process, DCs are competent antigen-presenting cells that ef-
fectively recognize, capture, process, and present antigens, 
contributing significantly to the initiation and modulation 
of immune responses.61 Meanwhile, the impact of tumor-
derived exosomes (TDEs) on DCs within the TIME exhibits 
a range of variable outcomes that substantially affect anti-
tumor immunity.62

On one hand, DCs actively participate in the immune re-
sponse by efficiently internalizing Tumor-Derived Exosomes 
(TEXs) carrying a variety of tumor antigens. Once internal-
ized, these antigens are processed by DCs and subsequently 
presented to T cells, marking an essential step in initiating 
an immune response (Fig. 2).63,64 Research conducted by 
Rao and colleagues demonstrated that, after DCs uptake ex-
osomes derived from HCC cells, there is an increased expres-
sion of surface markers including CD11c, MHC classes I and 
II, alongside costimulatory molecules such as CD80, CD86, 
and intercellular adhesion molecule-1 (ICAM-1), suggesting 
that TDEs can induce DC maturation and activation.64 In ad-
dition, HCC-specific antigens such as alpha-fetoprotein, glyp-
ican-3, and heat-shock protein 70 are known to be present 
in these TEXs, enhancing the ability to stimulate T cells and 
inhibit cancer cell proliferation by stimulating DC proliferation 
and differentiation.65 Antigen presentation by TEX-primed 
DCs is critical for activating T cells, particularly CD8+ T cells. 
Additionally, TEX-primed DCs help modify the tumor micro-
environment to favor immune-mediated tumor suppression, 
evidenced by increased T-cell infiltration and a shift in cy-
tokine profiles toward higher levels of immunostimulatory 
cytokines like IFN-γ and lower levels of immune-inhibitory 
factors like IL-10 and TGF-β.64

Conversely, multiple studies have shown that TEXs may 
also contribute to tumor development by inhibiting the differ-
entiation, maturation, and function of DCs, thereby compro-
mising their ability to mount an effective immune response 
(Fig. 2).62 A previous study observed that exosomes derived 
from breast cancer can target and interact with CD11b+ mye-
loid precursor cells in the bone marrow. By inducing IL-6 pro-
duction and activating the STAT3 signaling pathway, these 
exosomes significantly inhibit the differentiation of myeloid 
precursor cells into DCs. Even when some precursor cells 
manage to differentiate into DCs in the presence of these 
exosomes, they lose their ability to mature properly and fail 
to effectively activate T cells, significantly enhancing the tu-
mor’s ability to evade the immune system and promoting 
tumor progression.61 Similarly, Ning et al. observed that DCs 
treated with exosomes derived from lung and breast cancer 
cells exhibit pronounced immunosuppressive properties, in-
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cluding a significant downregulation of surface markers such 
as CD80, MHC-II, and CD86, alongside upregulation of im-
munosuppressive markers like PD-L1, and a reduced expres-
sion of chemokine receptors such as CCR7, thereby inhibiting 
their migration to lymph nodes and diminishing their capacity 
to activate T cells effectively. These combined effects sub-
stantially diminish the proliferation, differentiation, and func-
tion of T cells, allowing tumor cells to evade immune surveil-
lance.66 Additionally, TEXs enriched with S100A9 molecules 
have been shown to impede DC maturation, as indicated by 
the decreased expression of DC maturation markers.67 A re-
cent study revealed that exosomes enriched with S100A9 are 
significantly present in blood specimens of HCC patients, in-
dicating that HCC may inhibit DC maturation via S100A9-rich 
exosomes, thereby contributing to immune escape.68

Moreover, studies have shown that exosomes originating 
from the HCC cell line (Huh7) are rich in lipids, including 
glycolipids and fatty acids.69 These fatty acid-laden TEXs sig-
nificantly increase cytoplasmic lipid concentrations and acti-
vate the metabolic switch peroxisome proliferator-activated 
receptor α, resulting in the accumulation of lipid droplets and 
enhanced fatty acid oxidation, which ultimately drives DC 
metabolism toward mitochondrial oxidative phosphorylation 
and severely impairs their immune function. Dysfunctional 
DCs are unable to effectively carry out antigen processing 
and activation of T cells, thereby weakening their ability 
to stimulate T cells and leading to immune dysfunction.70 
Additionally, studies have found that bone marrow-derived 
dendritic cells exposed to antigen-free TDEs display impaired 
functionality, resulting in the suppression of cytotoxic T cell 
function and encouraging the development of immunosup-
pressive regulatory T cells (Tregs).70 Therefore, target-
ing peroxisome proliferator-activated receptor α presents a 
strategic approach to enhance DC-based therapies in cancer 
treatment.

In conclusion, DCs treated with TDEs exhibit the potential 
for dual roles in both promoting and suppressing tumors. Ini-
tially, TEXs stimulate DC activation and enhance anti-tumor 
immunity. However, as the tumor progresses, TEXs shift DCs 
to an immunosuppressive phenotype, reducing antigen pres-
entation and increasing immunosuppressive cytokine secre-
tion, which contributes to tumor immune evasion.71,72 While 
HCC exosomes can stimulate DCs, the overall immunosup-
pressive tumor microenvironment remains a significant chal-
lenge. A nuanced approach is needed to balance the thera-
peutic potential of TEXs with their role in immune escape.

Natural killer cells: Natural killer (NK) cells are a crucial 
component of the innate immune system, known for their 
ability to swiftly respond to tumors and virally infected cells 
without prior sensitization.73 They distinguish “self” from 
“non-self” by utilizing a complex system of surface receptors, 
which include both activating and inhibitory types. When ac-
tivating receptors, such as NKG2D, encounter stress-induced 
ligands on tumor cells, they trigger the release of cytotoxic 
granules containing perforin and granzyme, ultimately lead-
ing to cell death.74,75 On the other hand, inhibitory receptors 
like KIR and CD94/NKG2A bind to MHC class I molecules on 
healthy cells, sending inhibitory signals that prevent NK cell 
activation and protect normal tissues. NK cell activity against 
cancer is regulated by a balance between activating and in-
hibitory signals, ensuring selective targeting of threats while 
preserving normal cells.74–76

NK cell function is often compromised by an immunosup-
pressive microenvironment that alters their phenotype and 
reduces cytotoxic capabilities. This phenomenon is associat-
ed with a decrease in activating receptors like NKG2D and an 
increase in exhaustion markers, such as PD-1, CD96, Tim-3, 

and TIGIT.74,77 Additionally, tumor cells and other cells in the 
tumor microenvironment, including Tregs, myeloid-derived 
suppressor cells, and tumor-associated fibroblasts, release 
soluble factors (such as TGF-β, IL-10, PGE2, and IDO) that 
further suppress NK cell activity.74,78 Notably, HCC-derived 
exosomes can be absorbed by NK cells, potentially com-
promising their function by modulating activating or inhibi-
tory receptors, thereby enabling cancer cells to evade NK 
cell detection (Fig. 2).79,80 For example, exosomal miR-92b 
from HCC can downregulate CD69 expression on NK cells, 
decreasing their cytotoxicity and allowing the tumor to evade 
immune response.81 Furthermore, exosomal circUHRF1 from 
HCC cells exacerbates NK cell exhaustion by sponging miR-
449c-5p, which raises TIM-3 levels and reduces the secretion 
of IFN-γ and TNF-α, further contributing to an immunosup-
pressive microenvironment.80

The human NKG2D receptor is a key activating receptor on 
NK cells, which exerts cytotoxic effects by recognizing specific 
stress-induced molecules, including MHC class I chain-relat-
ed molecules A and B (MICA and MICB, collectively referred 
to as MIC), as well as six cytomegalovirus UL16-binding pro-
teins. In healthy tissues, these ligands are typically absent 
or expressed at low levels, but their expression significantly 
increases during tumor transformation. Tumor cells rapidly 
induce the expression of these ligands in response to stress-
ors such as genetic damage, metabolic abnormalities, and 
changes in the microenvironment. Elevated levels of MICA, 
MICB, and ULBP proteins act as “danger signals” that acti-
vate NKG2D receptors, initiating the cytotoxic response of NK 
cells.82 However, tumor cells can evade immune surveillance 
by reducing MHC class I molecule expression through proteo-
lytic cleavage or exosome-mediated secretion, thus reducing 
NK cell recognition.83,84 Studies indicate that NKG2D recep-
tors on NK cells can be bound by soluble NKG2D ligands, 
such as sMICA and sMICB, contained within exosomes pro-
duced by HCC, which further blocks NK cells from recognizing 
and destroying tumor cells, promoting immune evasion and 
impairing NK surveillance (Fig. 2).85–88 As exosomes accu-
mulate in the tumor microenvironment, high levels of exoso-
mal MICA/B inhibit NKG2D receptor expression and function, 
diminishing NKG2D-dependent tumor cell destruction, while 
decreased NKG2DL expression on tumor cells further reduces 
NK cell-mediated cytotoxic efficiency.89 Recent studies high-
light the dual role of exosome-associated NKG2DLs within 
the TIME. Initially, exosomes carrying NKG2DLs can activate 
NK cells after short-term stimulation. However, prolonged 
exposure to these exosomes leads to a decrease in NKG2D 
receptor expression and a subsequent impairment in NK cell 
activity. This effect may result from the continuous release of 
exosomes within the TIME, which, over time, diminishes the 
ability of NKG2D to stimulate NK cell activation. Moreover, NK 
cells marked by exosomal NKG2DLs on their surface are tar-
geted by other NK cells, leading to a perforin- and granzyme-
mediated cytotoxic response that promotes self-destructive 
behavior in NK cells. This mechanism significantly impairs NK 
cells’ antitumor function and provides a novel explanation for 
tumor immune evasion.89

Neutrophils: Neutrophils, critical components of the in-
nate immune system and members of the myeloid family, are 
pivotal in human immune defense due to their abundance 
and rapid response.90 Similar to their myeloid counterparts, 
macrophages, tumor-associated neutrophils (TANs) exhibit 
complex and diverse roles, contributing to both anti-tumor 
activity and tumor progression.91 The dual functionality of 
TANs is determined by their phenotype, with N1 TANs ex-
hibiting tumor-suppressing properties and N2 TANs demon-
strating tumorigenic effects7. The tumor-suppressing effect 
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of N1 TANs is attributed to two primary mechanisms: direct 
cytotoxicity via the generation of ROS and the stimulation of 
various innate and adaptive immune cells.92 Conversely, N2 
TANs enhance tumor proliferation by promoting angiogene-
sis, remodeling the extracellular matrix, increasing metasta-
sis, and inducing immunosuppression, collectively reshaping 
the tumor microenvironment into a tumor-promoting state.93

TDEs have been observed to alter the TIME by inducing 
neutrophils to polarize into the N2 phenotype. Research has 
shown that exosomes originating from tumors increase the 
number of CD66b+ TANs and facilitate the polarization of 
TANs into the N2 phenotype, which supports tumor growth 
across various cancers, including HCC, lung, gastric, colon, 
and breast cancers. Inhibiting the release of these exosomes 
has been shown to reduce neutrophil infiltration and limit 
subsequent tumor cell expansion.94–97

Furthermore, upregulation of the TGF-β signaling path-
way has been found to induce neutrophils to adopt the N2 
phenotype, which is associated with pro-tumorigenic proper-
ties.98 A study by Yang et al. revealed a significant presence 
of TGF-β in exosomes derived from HCC cells, which can be 
delivered to recipient cells through membrane fusion, regu-
lating the behavior of these cells (Fig. 2).99 The combined ac-
tion of TGF-β and Axl induces the secretion of CXCL5, which 
promotes neutrophil infiltration into HCC tissues and drives 
the N2 polarization of neutrophils within the TME, thereby ac-
celerating HCC progression.100 Similarly, studies in colorectal 
cancer have shown that CRC-derived exosomal circPACRGL is 
delivered to tumor-associated neutrophils, regulating TGF-β 
expression by sequestering miRNAs (miR-142-3p and miR-
506-3p), which facilitates the transition of neutrophils from 
the N1 to the N2 subtype, thereby aiding tumor progres-
sion.96

Autophagy, a critical cellular process that degrades and 
recycles intracellular components, plays an essential role in 
maintaining cellular homeostasis and regulating immune re-
sponses. In the context of cancer, autophagy has been ob-
served to enhance the survival of neutrophils, promote the 
production of pro-tumorigenic factors, and influence the tu-
mor microenvironment by regulating various signaling path-
ways (Fig. 2).101 Research has demonstrated that tumor-
derived exosomes can trigger autophagy, altering neutrophil 
phenotype and function to promote immune evasion and fos-
ter a tumor-promoting microenvironment.95 In a study by Li 
et al., exosomes from gastric cancer cells were found to con-
tain high-mobility group box 1 (HMGB1), which interacts with 
TLR4 to activate the NF-κB pathway, triggering autophagy 
and pro-tumor activity in neutrophils. This activation results 
in the release of pro-inflammatory cytokines and MMP9, col-
lectively enhancing the migration and invasion capabilities 
of gastric cancer cells.95 In HCC tissues, elevated autophagy 
in neutrophils has been shown to perpetuate their pro-tum-
origenic activities, suggesting that investigating the impact 
of HCC-derived exosomes on neutrophil autophagy could 
provide valuable insights into the mechanisms underlying 
HCC progression.102 A substantial body of clinical evidence 
indicates that increased neutrophil infiltration is associated 
with poor prognosis and tumor progression.90 By elucidating 
the role of exosomes in mediating the behavior of TANs, re-
searchers may be able to develop new cancer therapies that 
improve patient outcomes.

Adaptive immune cells
T lymphocytes: T lymphocytes comprise approximately 
50% of all lymphocytic cells in a healthy liver and are crucial 
in mounting an immune response to HCC. These cells are pri-
marily categorized into two subtypes: CD8+ T cells and CD4+ 

T cells. Known as cytotoxic T lymphocytes (CTLs), CD8+ T 
cells can effectively inhibit tumor growth by locating and di-
rectly destroying tumor cells through cell toxicity. CD4+ T 
cells support the effectiveness of other immune cells, ensur-
ing a well-coordinated and robust defense against cancer cell 
proliferation.103,104 However, numerous tumor cells, including 
those found in HCC, adopt complex strategies to evade im-
mune surveillance by utilizing exosomes. These exosomes 
disrupt T lymphocyte function by transferring signaling mol-
ecules, thereby providing a protective barrier for tumor cells, 
allowing them to evade the immune system.

CD8+ T cells. CD8+ T cells are vital in the immune re-
sponse against malignancy. Despite often becoming dysfunc-
tional in the TIME, the presence of elevated CD8+ T cell levels 
is associated with higher survival rates in HCC patients.105 
Researchers have postulated that the immunosuppressive 
tumor microenvironment of established solid tumors induced 
the dysfunction of these CD8+ T cells in the later stages of 
cancer progression.106 In this process, immune checkpoints 
serve as a primary means of tumors to evade immune re-
sponses by upregulating proteins such as PD-1, LAG-3, 
CTLA-4, and TIM-3.107 Notably, exosomes from tumor cells 
significantly impact the anti-tumor capabilities of CD8+ T 
cells by modulating immune checkpoint protein expression 
(Fig. 2). Wang et al. demonstrated that overexpressed 14-
3-3ζ can be transferred from HCC cells to tumor-infiltrating 
lymphocytes via exosomes, which suppresses T cells’ anti-
tumor activity and accelerates HCC progression. This sup-
pression is primarily due to the elevated presence of PD-1 
and TIM-3 on CD8+ T cells, ultimately leading to CD8+ T cell 
exhaustion.108 However, the specific mechanisms through 
which 14-3-3ζ influences the functionality of tumor-infiltrat-
ing lymphocytes are yet to be fully determined. Exosomes 
carrying epigenetic modifiers may also influence CD8+ T cell 
function, resulting in impaired immune responses. For in-
stance, exosomal circCCAR1 from HCC can transfer to CD8+ 
T cells, where it stabilizes PD-1 expression and reduces the 
secretion of pro-inflammatory cytokines IFN-γ and TNF-α, 
leading to CD8+ T cell dysfunction and reduced efficacy of 
PD-1 therapy in HCC. In this process, exosomal circCCAR1 
sequesters miR-127-5p and increases the levels of its tar-
get, WTAP. The m6A modification mediated by WTAP further 
stabilizes circCCAR1, creating a regulatory feedback cycle 
involving the circCCAR1/miR-127-5p/WTAP axis. Addition-
ally, circCCAR1 interacts with the PD-1 protein, preventing 
its degradation by reducing ubiquitination, thereby further 
stabilizing PD-1.109 Zhang et al. discovered that elevated 
levels of circZMIZ1 in the serum of HCC patients promote 
KCNJ2 expression by sequestering miR-15a-5p, enhancing 
apoptosis in CD8+ T cells while simultaneously limiting their 
cytotoxic potential.110 Conversely, Zhang et al. identified that 
miR-15a-5p, which shows reduced expression in HCC tissues 
and cell lines, is encapsulated within exosomes and directly 
targets CD8+ T cells to inhibit PD-1 expression. Further in 
vitro experiments revealed that overexpressing miR-15a-5p 
decreased the aggressiveness of HepG2 cells, suggesting a 
novel target for HCC prevention and treatment.111

Moreover, previous research has demonstrated that tumor 
cells can upregulate PD-Ls, increase the incorporation of PD-
L1 into exosomes, and transfer PD-L1 from PD-L1-positive to 
PD-L1-negative cells. This inhibits CD8+ T cell proliferation 
and function through the PD-1/PD-L1 interaction, potentially 
leading to broader immune escape (Fig. 2).112,113 Fan et al. 
discovered upregulated levels of PCED1B-AS1 in exosomes, 
which are secreted and absorbed by T cells or other HCC 
cells. PCED1B-AS1 acts as a microRNA sponge to inhibit the 
expression of miR-194-5p, leading to increased levels of PD-
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L1 and PD-L2 in recipient cells and thus suppressing both 
recipient T cell and macrophage activity.114 Wei et al. un-
covered a sophisticated interplay between “RNA and RNA” in 
HCC, where HMGB1 enhances RICTOR mRNA expression by 
sequestering miR-429. This interaction promotes high PD-
L1 expression and its incorporation into exosomes via the 
AKT-mTORC1-P70S6K pathway, which then binds to PD-1 
receptors on T cells, impairing CD8+ T cell cytotoxicity and 
facilitating tumor immune evasion.115,116

Beyond the well-known inhibitory ligand PD-L1, cell sur-
face proteins like ICAM-1 may be regulated or carried by 
tumor-derived exosomes, influencing the function of CD8+ 
T cells (Fig. 2). ICAM-1, an adhesion molecule produced 
on immune and endothelial cells, promotes T cell adhesion 
and motility by binding to lymphocyte function-associated 
antigen 1 (hereinafter referred to as LFA-1) on T cells.117 
Zhang and colleagues discovered that ICAM-1 is essential for 
the PD-L1 exosome-mediated suppression of CD8+ T cells. 
In their research, IFN-γ and other inflammatory molecules 
greatly increased the co-expression of ICAM-1 and PD-L1 on 
tumor-derived exosomes. The interaction between exosomal 
PD-L1 and PD-1 on CD8+ T cells was significantly reduced in 
the absence of ICAM-1, suggesting that ICAM-1-LFA-1-me-
diated adhesion is necessary for exosomal PD-L1 to drive 
CD8+ T cell dysfunction.118 Furthermore, elevated exosome 
levels enriched with miR-222 lower ICAM-1 expression on 
tumor cell surfaces in patients with chronic hepatitis B and 
HCC,119,120 reducing the tumor cells’ susceptibility to CTL 
destruction.121 Blocking key adhesion molecules between 
tumor-derived exosomes and T cells may improve the effi-
cacy of immune checkpoint therapies and patient outcomes. 
Further study of these mechanisms will deepen our under-
standing of HCC-derived exosomes in T cell regulation and 
their implications for immunotherapy.

CD4+ T cells. There are numerous subtypes of CD4+ T 
cells, commonly known as “helper T cells,” which are cat-
egorized based on the cytokines and other secretions they 
produce during immune responses. Among these, Tregs are 
considered a crucial subset. Their pivotal role in regulating 
immune responses is essential, as they promote immune tol-
erance and maintain immune homeostasis within the body. 
In the TIME, Tregs exhibit strong immunosuppressive effects 
by inhibiting the activity of immune effector cells through 
multiple pathways, thus supporting immune suppression and 
facilitating cancer progression.122

Notably, tumor-secreted exosomes can stimulate the dif-
ferentiation of immunosuppressive CD4+ T cell subtypes, 
particularly Tregs, thereby fostering an immunosuppressive 
tumor microenvironment (Fig. 2).123 Research has shown 
that overexpression of 14-3-3ζ inhibits the proliferation and 
function of CD3+ T cells in peripheral blood. Furthermore, it 
prompts naive T cells to diverge from becoming effector T 
cells, instead developing into regulatory T cells.108 Huang et 
al. made a significant discovery by identifying the transport 
of HCC-derived exosomal circGSE1 to CD4+ T cells, which 
promotes Treg proliferation and facilitates immune evasion 
in HCC by regulating the miR-324-5p/TGFβ receptor 1/SMAD 
family member 3 axis. In this mechanism, it functions as 
an absorbing molecule for miR-324-5p, activating the TGFβ 
receptor 1 and SMAD family member 3 signaling pathways, 
which, in turn, promote the proliferation of Tregs.124

Another distinct subgroup of CD4+ T helper cells is the 
Th17 cells, characterized by their ability to secrete IL-17. 
Under certain conditions, IL-17 released by Th17 cells can 
enhance the immune response against tumors.125 The im-
balance between Th17 and Treg cells induced by TEXs rep-
resents another mechanism of immune evasion in HCC (Fig. 

2). Guo et al. discovered that exosomal heat-shock protein 
70 from heat-stressed tumor cells can convert immunosup-
pressive Tregs into Th17 cells through IL-6 and IL-17 secre-
tion, thereby enhancing their anti-tumor efficacy.126 In con-
trast, Tian and colleagues demonstrated that under the acidic 
conditions of the HCC microenvironment, HIF-1α and HIF-2α 
are activated and bind to the promoter regions of miR-21 
and miR-10b, significantly increasing the expression of these 
exosomal miRNAs. This elevation in exosomal miRNAs pro-
motes the proliferation, migration, and invasion of HCC cells 
in both controlled laboratory and real-life settings.127 This 
effect likely occurs by suppressing the anti-cancer immune 
activity of Th17 cells and promoting the differentiation of im-
munosuppressive Treg cells, disrupting the balance of CD4+ 
T cell subtypes and establishing an immune-suppressive en-
vironment conducive to tumor progression.128,129

Moreover, PD-L1 overexpression in exosomes derived from 
HCC also impairs the functionality of CD4+ T cells (Fig. 2). 
Gong and colleagues revealed that norcholic acid significantly 
increases PD-L1 levels on the surface of HCC cells and their 
secreted exosomes by downregulating the farnesoid X re-
ceptor and the small heterodimer partner. This process up-
regulates the immune checkpoint proteins PD-1 and TIM3 on 
CD4+ T cells, thereby impairing CD4+ T cell function, facilitat-
ing tumor immune escape, and promoting HCC progression.27

B lymphocytes: B cells are integral to the adaptive im-
mune system, playing multiple roles in cancer response 
through various mechanisms, including direct tumor cell kill-
ing via granzyme B release, antigen presentation, and cy-
tokine release, such as IFN-γ and IL-12, to activate CTLs.130 
Despite their relatively low abundance in the liver, B cells 
have a vital function in monitoring and responding to tumors, 
as well as in developing immunological memory.131 Never-
theless, B lymphocytes also have a significant function in 
encouraging tumor growth. Regulatory B (Breg) cells, a sub-
type of B cells, are closely associated with the progression of 
hepatocellular carcinoma.132 They can promote immunosup-
pression by upregulating cytokines such as IL-10 and PD-L1, 
which inhibit anti-tumor immune effector cells.132–134

Studies have demonstrated that exosomes from HCC can 
influence the expression and phenotype of Breg cells, thereby 
contributing to a tumor-supportive microenvironment that 
protects cancer cells from immune attack (Fig. 2). Ye et al. 
identified a novel regulatory B cell subset, termed TIM-1+ 
Breg cells, which is characterized by a distinct phenotype 
of CD5high, CD24−, CD27−/+, and CD38+/high, setting them 
apart from traditional peripheral regulatory B cells. Notably, 
these TIM-1+ Breg cells exhibit significantly higher expres-
sion within tumor tissues compared to surrounding tissues. 
Their study further demonstrated that HCC-derived exosomal 
HMGB1 promotes the proliferation of TIM-1+ Breg cells via the 
HMGB1-TLR2/4-MAPK signaling pathway. These TIM-1+ Breg 
cells secrete large amounts of IL-10 and TGF-β1, which in-
hibit the expansion and effector functions of CD8+ T cells and 
downregulate cytokines TNF-α and IFN-γ, thereby fostering an 
immunosuppressive microenvironment in HCC and promoting 
tumor progression.135 Additionally, Xiao et al. identified a PD-
1hi B-cell phenotype in advanced HCC, marked by elevated 
PD-1 expression and a unique CD5hiCD24−/+CD27hi/+CD38dim 
signature. These cells, upon interaction with PD-L1, secrete 
substantial amounts of IL-10, impairing CD8+ T cell growth 
and activity.136 Although there is no direct evidence showing 
that exosomes derived from HCC can induce the PD-1hi B-cell 
phenotype, studies on esophageal squamous cell carcinoma 
suggest that exosomes from esophageal squamous cell carci-
noma could facilitate the induction of PD-1hi Bregs.137 There-
fore, it is highly plausible that HCC cells might also induce 
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the PD-1hi B-cell phenotype through exosomal pathways, a 
hypothesis that warrants further investigation.

Other cells
Cancer-associated fibroblasts (CAFs): CAFs are funda-
mental elements of the TIME and are extensively distributed 
within the stroma. They modulate tumor proliferation, angio-
genesis, metastasis, and resistance to therapies.5,138 These 
functions are achieved through interactions with tumor-infil-
trating immune cells and the release of signaling molecules 
such as cytokines, growth factors, and exosomes, which cre-
ate an immunosuppressive environment that promotes im-
mune escape and supports tumor growth.139

In HCC, CAFs contribute to immune suppression and tu-
mor progression by producing immunosuppressive molecules 
such as IDO and IL-6, which impair NK cells,140 induce regu-
latory DCs,141 and promote pro-tumor immune cell polariza-
tion.139 Moreover, CAFs have been shown to upregulate the 
expression of negative immune regulators, including PD-L1 
and PD-L2, leading to immune cell exhaustion and inactiva-
tion142,143 These actions create an environment conducive to 
cancer progression and resistance to immunotherapy. In ad-
dition to modulating immune responses, CAFs produce sub-
stantial amounts of extracellular matrix, which not only sup-
ports tumor structure and growth but also acts as a physical 
barrier, impeding immune cell migration and reducing the 
efficacy of therapeutic drugs.144–146

Research has demonstrated that TDEs play a crucial role in 
transforming normal fibroblasts into CAFs, as observed in var-
ious cancers, including head and neck squamous cell carcino-
ma and HCC (Fig. 2).147 Studies on head and neck squamous 
cell carcinoma have shown that TDEs can induce the transfor-
mation of normal fibroblasts into CAFs, creating an inflamma-
tory TIME where T-cell proliferation is suppressed, and TAMs 
shift to an M2 phenotype, thus aiding tumor progression.148 
Fang et al. discovered that highly metastatic HCC cells release 
miR-1247-3p within exosomes to normal fibroblasts, down-
regulating B4GALT3 levels and transforming them into CAFs 
through the β1 integrin/NF-κB signaling pathway. The activat-
ed CAFs then secrete cytokines such as IL-6 and IL-8, enhanc-
ing tumor cell proliferation, stem cell properties, EMT, and 
angiogenesis, thereby accelerating cancer progression and 
metastasis. Targeting this pathway or exosomal miR-1247-3p 
could provide novel strategies for preventing and treating HCC 
lung metastasis.149 Nonetheless, research on how exosomes 
derived from HCC activate CAFs remains sparse. Further ex-
ploration of this interaction may offer insights for developing 
novel therapeutic strategies against HCC.

Hepatic stellate cells: Hepatic stellate cells (HSCs), lo-
cated within the Disse space of the liver, are crucial non-
parenchymal cells known for their remarkable plasticity, 
enabling them to regulate various pathological processes.150 
During chronic liver injury, HSCs transition from a quies-
cent state into an activated myofibroblast phenotype with 
enhanced proliferative and migratory capabilities, accompa-
nied by excessive synthesis of the extracellular matrix.150 
This transformation is a key driver of liver fibrosis, and if 
uncontrolled, chronic damage can progress to liver cirrhosis 
and potentially HCC.151 Within the TIME, activated HSCs also 
recruit immune-suppressing cells, including myeloid-derived 
suppressor cells and Tregs, which facilitate immune evasion 
and advance HCC progression.152

Extensive research has shown that exosomes significantly 
contribute to the development of precancerous liver condi-
tions such as viral hepatitis, metabolism-related fatty liver 
disease, and liver fibrosis by activating HSCs (Fig. 2). Meta-
bolic-associated fatty liver disease is increasingly recognized 

as a major risk factor for the development of liver fibrosis and 
HCC.153 X et al. demonstrated that upregulation of exosomal 
miR-1297 derived from hepatocytes under lipotoxic stress 
activates and proliferates HSCs by inhibiting the tumor sup-
pressor gene PTEN, which subsequently activates the PI3K/
AKT signaling pathway. Activation of this pathway is a critical 
driver of fibrogenesis and significantly exacerbates metabol-
ic-associated fatty liver disease, facilitating the progression 
of the disease toward more severe forms of liver pathology, 
such as advanced fibrosis, cirrhosis, and HCC.154 In a similar 
study, Xu and colleagues showed that elevated expression of 
lncRNA CYTOR in exosomes derived from damaged liver cells 
can activate HSCs, leading to liver fibrosis, as evidenced by 
significantly increased levels of fibrosis-related markers such 
as α-SMA, type I collagen, and TGF-β. Mechanistically, lncRNA 
CYTOR functions as a competing endogenous RNA that binds 
to miR-125, relieving suppression on glial cell line-derived neu-
rotrophic factor, allowing cell line-derived neurotrophic factor 
to activate LX2 cells—an effective mechanism for HSC activa-
tion.155 Another study revealed that exosomes derived from 
hepatocytes, following stimulation with carbon tetrachloride 
to induce liver injury, contain highly expressed H2AFJ, which 
promotes the migration and invasion of HSCs and exacerbates 
liver fibrosis through the activation of the MAPK/STMN1 sign-
aling pathway.156 Moreover, acute viral hepatitis can lead to 
liver fibrosis, as Zhang et al. observed that miR-222 is signifi-
cantly increased in exosomes from HBV-infected hepatocytes, 
promoting LX-2 cell activation by inhibiting TFRC and TFRC-
induced ferroptosis, thus activating HSCs and promoting liver 
fibrosis.157 Based on the aforementioned research, exosomes 
play a crucial role in the initiation and progression of precan-
cerous liver conditions by influencing HSC activation. This of-
fers new therapeutic options for patients at risk of liver fibrosis 
and potential targets for the prevention of HCC.

Additionally, TDEs facilitate intercellular communication 
between tumor cells and HSCs, influencing the activation of 
HSCs and driving HCC progression (Fig. 2). Xia et al. dis-
covered that when HCC cells are co-cultured with HSCs, the 
expression level of Smoothened (SMO) in quiescent HSCs 
is initially low but significantly increases in activated HSCs. 
Their research indicated that exosomes convey SMO from 
HCC cells to HSCs, leading to HSC activation, which enhances 
proliferation, EMT, and stemness, promoting HCC develop-
ment. Mechanistically, SMO activates the Hedgehog signal-
ing pathway, which enhances the transcriptional activity of 
Gli1 on MIRLET7BHG in activated HSCs. MIRLET7BHG then 
sequesters miR330-5p, boosting SMO levels and further acti-
vating HSCs and tumor growth in HCC.158 In addition, under 
the influence of tumor-derived exosomes, HSCs may serve 
as another source of CAFs (Fig. 2).159 Zhou and colleagues 
identified that the release of exosomal miRNA-21 from HCC 
cells can trigger the PDK1/AKT signaling pathway by reduc-
ing PTEN, transforming HSCs into CAFs. These activated 
CAFs then release angiogenic factors such as TGF-β, MMP2, 
bFGF, MMP9, and vascular endothelial growth factor, thereby 
promoting cancer progression.160 Understanding exosome-
HSC interactions within the immune microenvironment is 
essential for comprehending the pathogenesis of precancer-
ous liver diseases and HCC. Future research should focus 
on the mechanisms by which exosomes stimulate HSCs and 
drive liver disease development, with the goal of developing 
exosome-based treatments to prevent or reverse liver fibro-
sis and HCC. We have detailed the functions and pathways 
mediated by HCC-derived exosomes on immune cells and 
other cells within the HCC immune microenvironment (Table 
1 and Fig. 2).27,29,40,43,45–48,50,52–54,57,60,64,70,80,81,89,95,96,99,100, 

108–111,114–116,118,124,127,135,137,149,154–158
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Table 1.  The function and pathways regulated by HCC-derived exosomes in the HCC immune microenvironment

Exosome 
component Source cell Recipi-

ent cell Function Pathway/Mechanism Ref

miRNA

miR-142-3p ↑ HCC Macrophage Induce ferroptosis in HBV-
infected M1-type macrophage

miR-142-3p/SLC3A2 axis 40

miR-452-5p ↑ HCC Macrophage Induce M2 polarization 
of macrophage

miR-452-5p/TIMP3 axis 43

miR-146a-5p ↑ HCC Macrophage Inhibit M2 polarization 
of macrophage

SALL4/miR-146a-5p axis 52

miR-21-5p ↑ HCC Macrophage Induce M2 polarization 
of macrophage

miR-21-5p/RhoB axis 45

miR-1-3p ↓ HCC Macrophage Inhibit M2 polarization 
of macrophage

\ 50

miR-23a-3p ↑ HCC Macrophage Increase PD-L1 expression, 
promote M2-type 
polarization and induce 
CD8+ T cell apoptosis

miR-23a-3p/PTEN-
PI3K-AKT axis

57

miR-146a-5p ↑ HCC Macrophage Induce T cell exhaustion SALL4/miR-146a-5p axis 52

miR-92b ↑ HCC NK cell Impair the cytotoxicity 
of NK cells

miR-92b/CD69 axis 81

miR-15a-5p ↓ HCC CD8+ T cells Inhibits PD-1 expression 
in CD8+ T cells

\ 111

miR-21, miR-
10b ↑

HCC CD4+ T cells Disrupt the balance of 
CD4+ T cell subtypes

\ 127

\ Tumor cells B cells Induce PD-1hi B-cell \ 137

miR-1247-3p ↑ HCC fibroblasts Activate CAFs and stimulate 
the release of IL-6 and IL-8

B4GALT3/β1-integrin/
NF-κB axis

149

miR-1297 ↑ Hepatocytes 
(lipotoxic)

HSCs Promote the activation and 
proliferation of HSCs, accelerate 
the progression of MAFLD

PTEN/PI3K/AKT 
signaling pathway

154

miR-222 ↑ Hepatocytes 
(infected 
with HBV)

HSCs Promote HSC activation and 
exacerbate liver fibrosis

miR-222/TFRC axis 157

lncRNA

HMMR-AS1 ↑ HCC Macrophage Induce M2 polarization 
of macrophage

miR-147a/ARID3A axis 46

lncRNA (HEIH) ↑ HCC Macrophage Induce M2 polarization 
of macrophage

HEIH/miR-98-5p/STAT3 axis 47

PCED1B-AS1 ↑ HCC HCC Suppress recipient T cell 
and macrophage activity

Increase PD-Ls expression 
on T cells and HCC cells

114

lncRNA CYTOR ↑ Hepatocytes 
(injured)

HSCs Promote HSC activation and 
exacerbate liver fibrosis

CYTOR/miR-125/GDNF 
axis, TGF-β/Smad 
signaling pathway

155

circRNA

hsa_
circ_0074854 ↑

HCC Macrophage Promote M2 polarization 
of macrophage and 
EMT in HCC cells

\ 48

circTMEM181 ↑ HCC Macrophage Suppress the function of CD8+ 
T cell and enhance resistance 
to anti-PD-1 therapy

miR-488-3p/CD39/CD73/
eATP-adenosine pathway

60

circUHRF1 ↑ HCC NK cell Induce NK cell exhaustion 
and decreases IFN-γ and 
TNF-α production

miR-449c-5p/TIM-3 axis 80

circPACRGL ↑ Tumor cells Neutrophils Promote the polarization 
of N2 Neutrophils

miR-142-3p, miR-506-
3p/TGF-β1 axis

96

(continued)
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Non-HCC-derived exosomes facilitate tumor develop-
ment via crosstalk in the tumor immune microenvi-
ronment

Immune cell-derived exosomes

It is notable that exosomes derived from M1 macrophages 
frequently contain molecules that suppress tumor growth and 

contribute to a more effective immune response against tu-
mors by transmitting anti-tumor signals and modulating the 
immune microenvironment, indicating their potential as an 
emerging therapeutic approach (Fig. 3).161 For instance, ex-
osomes derived from M1 macrophages facilitate the delivery 
of miR-628-5p to HCC cells, resulting in the suppression of 
METTL14 expression, which consequently obstructs the m6A 

Exosome 
component Source cell Recipi-

ent cell Function Pathway/Mechanism Ref

circCCAR1 ↑ HCC CD8+ T cells Suppress the function of CD8+ 
T cell and enhance resistance 
to anti-PD-1 therapy

circCCAR1/miR-127-
5p/WTAP axis

109

circZMIZ1 ↑ HCC CD8+ T cells Induce apoptosis and decrease 
cytotoxicity in CD8+ T cells

miR-15a-5p/KCNJ2 axis 110

circGSE1 ↑ HCC CD4+ T cells Promote the expansion of Tregs miR-324-5p/TGFBR1/
Smad3 axis

124

DNA
H2AFJ ↑ Hepatocytes 

(injured)
HSCs Promote the migration 

and invasion of HSCs and 
exacerbate liver fibrosis

H2AFJ/MAPK/STMN1 axis 156

Protein
LOXL4 ↑ HCC Macrophage Enhance the expression 

of PD-L1 and inhibit the 
cytotoxicity of CD8+ T cells

IFN-STAT1 (STAT3)/
PD-L1 axis

53,54

GOLM1 ↑ HCC Macrophage Enhance the expression of 
PD-L1 and suppress the 
function of CD8+ T cells

CSN5-mediated 
deubiquitination

29

AFP, GPC3, 
HSP70 ↑

HCC DCs Promote DC maturation 
and activation

\ 64

NKG2D ligands ↑ HCC NK cell Regulate the functionality 
and induce self-destructive 
behaviors of NK cells

\ 89

TGF-β ↑ HCC Neutrophils Promote the phenotypic 
transition of neutrophils to N2

TGF-β/Axl/CXCL5 axis 99,100

HMGB1 ↑ Tumor cells Neutrophils Induce autophagy and N2-like 
phenotype in neutrophils

HMGB1/TLR4/NF-
κB pathway

95

14-3-3ζ ↑ HCC T cells Induce CD8+ T cell 
exhaustion and drive Treg 
cell differentiation

\ 108

PD-L1 ↑ HCC CD8+ T cells Suppress the cytotoxicity 
of CD8+ T cells

Activate the HMGB1/
RICTOR axis and AKT-
mTORC1-P70S6K pathway

115,116

ICAM-1 ↑ HCC CD8+ T cells Prerequisite for PD-L1-
induced immune dysfunction 
in CD8+ T cells

\ 118

PD-L1 ↑ HCC CD4+ T cells Impair the function of CD4+ 
T cells and promote the 
immune escape of HCC

NorCA/FXR/SHP/PD-L1 axis 27

HMGB1 ↑ HCC B cells Induce TIM-1+ Breg cells HMGB1-TLR2/4-
MAPK pathway

135

SMO ↑ HCC HSCs Promote activation 
proliferation, migration, 
invasion, and EMT in HSCs

MIRLET7BHG/SMO/
Hedgehog signaling pathway

158

Lipids
FAO, LD ↑ Tumor cells DCs Cause DC immune dysfunction FAs/PPARα/FAO axis 70

HCC, hepatocellular carcinoma; HBV, hepatitis B virus; HSCs, hematopoietic stem cells; MAFLD, metabolic dysfunction–associated fatty liver disease; EMT, epithelial-
mesenchymal transition; ↑, upregulation; ↓, downregulation.

Table 1. (continued)
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modification of circFUT8. This, in turn, impairs the circFUT8/
miR-552-3p/CHMP4B pathway, ultimately inducing apoptosis 
in HCC cells rather than promoting their proliferation.162 Fur-
thermore, research by Zhang et al. has shown that exosomes 
derived from RBPJ-overexpressing macrophages deliver hsa_
circ_0004658 to HCC cells, where hsa_circ_0004658 func-
tions as a ceRNA for miR-499b-5p, relieving the suppression 
of JAM3. This, in turn, inhibits proliferation and promotes 
apoptosis in HCC cells.163 Consequently, the development of 
therapies based on increasing the levels of these M1-derived 
exosomes, or the use of their mimics, provides a theoretical 
foundation for the effective inhibition of HCC progression.

Additionally, M2 macrophage-derived exosomes signifi-
cantly exacerbate the malignancy of HCC cells by targeting 
them within the TIME (Fig. 2). As an illustration, Li et al. 
noted that M2 macrophage-derived exosomal miR-27a-3p 
directly targets HCC cells, enhancing cancer stemness by 
downregulating TXNIP.164 Similarly, Tao et al. demonstrated 
that in HBV-related HCC, HBeAg secreted by HBV+ HCC cells 
increases lncRNA MAPKAPK5_AS1 (hereinafter referred to as 
MAAS) expression in M2 macrophages through m6A modi-
fication. The elevated lncRNA MAAS is then transferred via 
exosomes to HBV+ HCC cells, promoting their proliferation by 
targeting c-Myc. This highlights a crucial molecular mecha-
nism linking HBV infection to HCC progression and suggests 
potential therapeutic targets.165 Furthermore, Xu et al. dis-
covered that exosomes derived from TAMs facilitate tumor 
progression through metabolic reprogramming, a character-
istic feature of cancers such as HCC.166 Metabolic reprogram-
ming is a process whereby cellular metabolic pathways are 
altered to facilitate rapid growth and proliferation, with aero-

bic glycolysis being one of the most notable features.167 Their 
research revealed that exosomes from M2-polarized mac-
rophages transfer lncMMPA to HCC cells, where lncMMPA acts 
as a microRNA decoy, sequestering miR-548s and resulting in 
the upregulation of ALDH1A3 expression. Elevated ALDH1A3 
levels enhance glucose-related metabolic activities, creating 
an environment that supports accelerated cell growth and 
proliferation in HCC.166 Recent findings also indicate that 
exosomes from M2 macrophages impair T-cell-mediated tu-
mor killing, thereby reducing the effectiveness of immune 
checkpoint blockade therapy. Proteomic analysis shows that 
M2-derived exosomal ApoE decreases the ATPase activity of 
the binding immunoglobulin protein, resulting in lower MHC-
I expression on tumor cells. This reduces tumor immuno-
genicity and enhances resistance to CD8+ T-cell-mediated 
cytotoxicity.168 In addition, M2 macrophages exhibit elevated 
PD-L1 expression, leading to an increase in PD-L1-carrying 
exosomes. A molecular mechanism identified by Zhong et al. 
reveals that Akt stimulates exosome release from TAMs via 
phosphorylation of MADD, which then activates Rab27a. This 
mechanism is associated with elevated PD-L1 levels on TAM-
derived exosomes, which have been shown to significantly 
inhibit the proliferation and functionality of CD8+ T cells.169 
Finally, it is essential to recognize the mutual promotion be-
tween HCC-derived exosomes and M2 macrophages, as they 
create a feedback loop that mutually reinforces each other’s 
pro-tumorigenic behavior.

Furthermore, neutrophil-derived exosomes have the ca-
pacity to modulate other immune cells, thereby decelerating 
the progression of HCC (Fig. 3). Studies have demonstrated 
that these exosomes transport miR-223 to hepatic mac-

Fig. 3.  The roles of non-HCC-derived exosomes in mediating crosstalk within the tumor immune microenvironment and HCC development. HCC, hepa-
tocellular carcinoma. HSCs, Hepatic stellate cells; CAF, cancer-associated fibroblast; MSC, mesenchymal stem cells; ↑, upregulation; ↓, downregulation.
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rophages, inducing a phenotypic shift from pro-inflammatory 
to restorative macrophages that secrete IL-10 by targeting 
and inhibiting the NLRP3 gene. IL-10 enhances the expres-
sion of anti-inflammatory genes through the activation of the 
JAK-STAT signaling pathway, while simultaneously inhibiting 
HSC activation and reducing TGF-β expression. This ultimate-
ly decreases collagen production and deposition, alleviating 
liver fibrosis.170 Subsequent studies using miR-223-deficient 
mice have revealed that these mice experience more severe 
steatohepatitis and HCC when exposed to a high-fat diet, 
further underscoring the importance of miR-223 as a critical 
counter-regulatory pathway in limiting HCC progression.171

Moreover, it has been demonstrated that exosomal car-
gos originating from other immune cells within the TIME, 
including DCs, NK cells, and Tregs, among others, signifi-
cantly influence cancer progression (Fig. 3). NK cell-derived 
exosomes, for example, have been shown to carry cytotoxic 
proteins like perforin and granzyme B, which can trigger apo-
ptosis in tumor cells.172 Additionally, these exosomes also 
possess high levels of miR-223, which inhibits autophagy by 
targeting the autophagy-related gene ATG7. This attenuates 
the activation of HSCs induced by TGF-β, a prominent driver 
of HCC.173 Regulating miR-223 expression could effectively 
suppress HSC activation, presenting a potential approach for 
preventing and treating liver fibrosis and related HCC.

Furthermore, Tregs exert their influence on the immune 
response not only by regulating the activity of effector T cells 
but also by modulating the function of other immune cells 
through the secretion of exosomes.174 Tung et al. made a 
pioneering discovery showing that Treg-derived exosomes 
deliver miR-150-5p and miR-142-3p to DCs, inducing a toler-
ogenic phenotype with higher IL-10 levels and lower IL-6 lev-
els, thus enhancing the suppression of antitumor immune re-
sponses.175 Another study by Xie et al. reported that natural 
CD8+ CD25+ Treg-derived exosomes markedly reduced CD8+ 
T cell responses initiated by DCs and antitumor immunity 
in vivo.176 While these mechanisms have not been directly 
verified in HCC, they represent a potential mechanism and a 
direction for future research.

Non-immune cell-derived exosomes
Non-immune cells, such as CAFs and HSCs, are crucial in 
HCC progression through exosome-mediated bidirectional 
signaling within the TIME. Multiple studies have demonstrat-
ed that exosomes released by CAFs contain various signaling 
molecules that can significantly modulate the TIME, thereby 
enhancing tumor growth, facilitating immune escape, and 
contributing to drug resistance (Fig. 3). For instance, Dou 
et al. discovered that exosomes secreted by CAFs transport 
miR-92 to breast cancer cells, where YAP1 signaling is acti-
vated and subsequently translocated from the cytoplasm to 
the nucleus. This nuclear translocation results in the upregu-
lation of PD-L1 expression, which impairs the cancer-killing 
capacity of the immune system through the PD-1/PD-L1 in-
teraction, thereby facilitating immune evasion.177 Addition-
ally, CAF-derived exosomes have been linked to promoting 
chemoresistance in HCC. Zhou and colleagues identified 
that exosomal circZFR, highly expressed in exosomes from 
CAFs, is transferred to HCC cells, where it promotes HCC cell 
proliferation and reduces sensitivity to cisplatin by inhibit-
ing the STAT3 and NF-κB signaling pathways.178 Moreover, 
Zhang and others found that CAF-derived exosomes carrying 
miR-1228-3p enhance HCC’s resistance to sorafenib through 
the activation of the PLAC8-mediated PI3K/AKT signaling 
pathway.179 These findings suggest that targeting exosome-
mediated communication could be a promising strategy for 
overcoming chemoresistance in HCC and developing effec-

tive exosome-based therapies.
Activated HSCs also impact the behavior of HCC cells 

through exosome-mediated pathways (Fig. 3). Specifically, 
exosomes from HCC-activated HSCs exhibit a notable upreg-
ulation of circWDR25, which triggers the EMT in HCC cells by 
modulating the circWDR25/miR-4474-3p/ALOX15 pathway. 
This process boosts HCC cell proliferation and invasiveness, 
while concurrently elevating CTLA-4 expression in HSCs and 
PD-L1 expression in HCC cells, which supports immune eva-
sion.180 Liu’s research demonstrated that the depletion of 
miR-148a-3p in exosomes from activated HSCs facilitates 
the progression of HCC through the ITGA5/PI3K/Akt sign-
aling axis. Increasing miR-148a-3p in these exosomes has 
been shown to suppress HCC cell proliferation, highlighting a 
potential target for therapeutic intervention.181 Furthermore, 
exosomes produced by activated HSCs can be reabsorbed 
by quiescent HSCs, establishing a self-reinforcing loop that 
intensifies their activation and advances HCC progression.149 
Beyond CAFs and HSCs, exosomes from mesenchymal stem 
cells containing circDIDO1 have been proven to effectively 
inhibit HSC activation and reduce liver fibrosis by targeting 
miR-141-3p and modulating the PTEN/AKT signaling path-
way (Fig. 3).182 It is crucial to understand the intercellular 
interactions between non-immune and tumor cells through 
exosomal communication to facilitate the development of tar-
geted therapies capable of disrupting signaling pathways and 
impeding HCC progression. While much research has been 
conducted on the effects of exosomes from tumor cells on 
their microenvironment, exosomes from non-tumor sources 
offer valuable insights for developing exosome-based thera-
peutic strategies for cancer progression.

The functions and pathways mediated by non-HCC-de-
rived exosomes in immune cells and other cells within the 
HCC immune microenvironment are detailed in Figure 3 and 
Table 2.162–166,168,170,173,175,177–182

Application of exosome-mediated crosstalk in HCC 
immunotherapy
Despite advancements in conventional therapies like surgery, 
radiotherapy, and chemotherapy, the prognosis for HCC re-
mains poor, with persistently high mortality rates. This un-
derscores the urgent need for novel treatments that are safe, 
effective, and precisely targeted. Given their high biocompat-
ibility, low immunogenicity, and robust capacity for targeted 
drug delivery, exosomes have emerged as promising tools 
in cancer immunotherapy, particularly in applications that 
enhance immune modulation and targeting specificity.10,183 
Engineering modifications further enhance exosome target-
ing and therapeutic efficacy, reducing adverse effects and 
improving treatment safety.184 With these properties, ex-
osomes enable the precise delivery of therapeutic proteins or 
nucleic acids directly to target cells. For instance, exosomes 
can be modified to deliver specific miRNAs directly to HCC 
cells, effectively disrupting oncogenic signaling pathways 
and curbing tumor growth.185 Exosomes also offer innovative 
approaches by activating immune surveillance mechanisms, 
thus bolstering anti-tumor immune responses.183,186

A promising HCC strategy involves reprogramming mac-
rophages towards an anti-tumor M1 phenotype using M1 
macrophage-derived exosomes (M1-MEXs). Research shows 
that iron oxide nanoparticles promote M1 polarization in 
macrophages, significantly increasing pro-inflammatory fac-
tors such as TNF-α and IL-12 to suppress tumor growth.187 
Building on this, Chen and colleagues employed exosome-
mediated delivery of PIONs@E6 to macrophages, amplify-
ing M1 polarization, as evidenced by higher levels of IL-12, 
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TNF-α, and ROS, which effectively suppressed tumor growth 
in an HCC mouse model.188 Another study engineered M1-
MEXs to carry NF-κB p50 siRNA and miR-511-3p, with IL4R-
targeting peptides for selective M2 macrophage targeting. 
These modified M1-MEXs downregulated NF-κB p50 and 
ROCK2 upon uptake by M2 macrophages, inhibited tumor 
cell proliferation, and boosted M1 markers.189 Although MEXs 
are still in the early clinical stages, their potential as drug 
carriers and immune modulators is gaining traction, particu-
larly with PTX-loaded MEXs showing reduced chemotherapy 
toxicity alongside significant tumor suppression.190

DEXs represent another promising avenue in cancer im-
munotherapy. DEXs possess innate antigen-presenting capa-
bilities, allowing them to carry tumor antigens and activate 
specific T cells to induce a robust CTL response.191 The pres-
ence of CCR7 on DEXs aids in their migration to the spleen, 
thereby enhancing targeting efficiency.192,193 Additionally, 
molecules like IL-15Rα, TNF family ligands, and NKG2D on 

DEXs directly activate NK cells, further strengthening the 
anti-tumor response.194,195 Research in mouse models has 
demonstrated that DEXs stimulate mature DCs, significantly 
enhancing antigen-specific T cell activity.196 In HCC models, 
alpha-fetoprotein-modified DEXs reduced immunosuppres-
sive factors such as IL-10 and TGF-β within the TME and 
increased IFN-γ expression in CD8+ T cells.64 Chen et al. de-
veloped a multifunctional DEX vaccine (DEXP&A2&N) incor-
porating targeting ligands, antigens, and peptide adjuvants, 
which effectively recruited and activated DCs. This activa-
tion stimulated both innate and adaptive immunity, achieving 
complete tumor regression in HCC mouse models.197 DEXs 
generated from tumor-specific antigens have shown signifi-
cant anti-tumor effects across various tumor models by ac-
tivating T and B cells and enhancing CTL responses.198 In a 
Phase I clinical trial, DEXs as vaccines showed good toler-
ance and generated immune responses in cancers such as 
lung cancer and melanoma, with some patients experiencing 

Table 2.  The function and pathways mediated by non-HCC-derived exosomes in the HCC immune microenvironment

Exosome 
component Source cell Recipi-

ent cell Function Pathway/Mechanism Ref

miRNA

miR-628-5p ↑ Macrophage HCC Induce the apoptosis of HCC cells miR-628-5p/METTL14 
axis, circFUT8/miR-552-
3p/CHMP4B pathway

162

miR-27a-3p ↑ Macrophage HCC Enhance the stemness of HCC cells miR-27a-3p/TXNIP axis 164

miR-223 Neutrophil Macrophage Regulate the activation state 
of macrophage and HSCs

miR-223/NLRP3 axis 170

miR-223 NK cells HSCs Inhibit autophagy and 
reducing activation in HSCs

miR-223/ATG7 axis 173

miR-150-5p and 
miR-142-3p ↑

Tregs DCs Induce a tolerogenic 
phenotype of DCs

\ 175

miR-92 ↑ CAFs Tumor cells Upregulate PD-L1 expression miR-92/LATS2/
YAP1/PD-L1 axis

177

miR-1228-3p ↑ CAFs HCC Enhance HCC’s resistance 
to sorafenib

PLAC8/PI3K/AKT 
signaling pathway

179

miR-148a-3p ↓ HSCs HCC Suppress the proliferation 
of HCC cells

ITGA5/PI3K/Akt pathway 181

lncRNA

lncRNA MAAS ↑ Macrophage HCC Enhance the proliferation 
of HCC cells

MAAS/c-Myc axis 165

lncMMPA ↑ Macrophage HCC Promote the proliferation 
of HCC cells

lncMMPA/miR-548s/
ALDH1A3 axis

166

circRNA

hsa_
circ_0004658 ↑

Macrophage HCC Induce the apoptosis of HCC cells hsa_circ_0004658/miR-
499b-5p/JAM3 axis

163

circZFR ↑ CAFs HCC Promote HCC cell proliferation and 
reduce sensitivity to cisplatin

STAT3 and NF-
κB pathways

178

circWDR25 ↑ HSCs HCC Promote the proliferation and 
invasiveness of HCC cells

miR-4474-3p/ALOX15 axis 180

circDIDO1 ↑ MSCs HCC Inhibit the activation of HSC PTEN/AKT pathway 182

Protein

ApoE ↑ Macrophage Tumor cells Lower the MHC-I expression 
on tumor cells

\ 168

HCC, hepatocellular carcinoma; HSCs, hematopoietic stem cells; CAF, cancer-associated fibroblasts; MSCs, mesenchymal stem cells; ↑, upregulation; ↓, downregula-
tion.
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notable tumor reduction, though effectiveness in advanced 
cases with weak immune activation remains limited.191,199,200

Despite innovations in exosome engineering, challenges 
remain in clinical application. Technologies like electropora-
tion, nanotechnology, and environment-sensitive materials 
have improved drug loading and release control. Yet, ex-
osomes still face standardization challenges in extraction, 
purification, and quality control. These inconsistencies can 
lead to variable results across experiments and clinical trials, 
limiting scalability.201 Furthermore, common delivery meth-
ods—such as subcutaneous and intravenous injections—of-
ten suffer from low absorption, rapid clearance, and nonspe-
cific distribution.202,203

Thus, advancing high-efficiency exosome extraction and 
purification methods, promoting standardized protocols, and 
optimizing delivery strategies remain essential.25 Microflu-
idic technology, which allows for precise physical filtration, 
is increasingly applied in exosome isolation to enhance qual-
ity.204 Further investigation into exosome metabolism and 
biodistribution will be critical in refining clinical applications 
of exosome-based therapies for cancer.

Conclusions
This review provides a comprehensive investigation of the 
latest functions and mechanisms of both HCC-derived and 
non-HCC-derived exosomes in the regulation of TIME. We 
have discussed how exosomes contribute to tumor growth by 
creating an immunosuppressive environment. The therapeu-
tic potential of exosomes in the context of HCC is consider-
able. They have the potential to be utilized as targeted drug 
delivery systems, to modulate the immune system, and even 
to serve as vaccines to enhance anti-cancer immunity.

Nevertheless, several challenges remain, particularly 
those related to the heterogeneity of exosomes, the effec-
tiveness of exosome isolation and delivery, and the possibil-
ity that exosomes may promote rather than inhibit tumor 
growth. Future research needs to focus on exploring the 
specific molecular mechanisms by which exosomes influence 
the interactions and functional regulation of different cellu-
lar components within the TIME. The development of models 
incorporating various cell types within the TIME is essential 
for better understanding the synergistic effects. Such ap-
proaches will allow researchers to study the collective effects 
of cell interactions in the tumor immune microenvironment, 
uncover the intricate processes of exosome-tumor-immune 
interactions, and identify new therapeutic targets. To fully 
exploit exosomes as a therapeutic tool, it is essential to de-
velop advanced techniques for their isolation and characteri-
zation. Moreover, clinical research is necessary to ascertain 
the safety and efficacy of exosome-based therapies in pa-
tients with HCC.
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